B =ESFE Breeze T EEBE Kubernetes 5] FHEEE

Breeze T H 2 RYIB =T EFTFHEA Kubernetes BIFLERE TR, AKKELT Kubernetes IBHEMLE, HE
ARRETIHEBELMENTE, BEAFTEWIZHKE Google WHANKERE, LTHESELERNEHOEEMNAAR
Seripm. (MBHUE https:/github.com/wise2c-devops/breeze )

Breeze FHR TEHIX T FIIB MM :

1. playbook (breeze) %I B HAEA] ansible playbook # A%, 75 docker. etcd. registry. loadbalance.
kubernetes

2.yum-repo iZM B BT ALE T ERREBELEM yumrrepo jB, B4 7 docker. kubelet. kubectl. kubeadm.
kubernetes-cni, docker-compose % rpm &2, BRItk ZINRATEEIET TJaES AZIAY ceph & nfs 83 rpm

3. deploy-ui F3/87Hs Ul, RA vuejs 1ERLI

4. pagoda SCI T XF ansible BIZANIE Y APl &

5. kubeadm-version #itt kubernetes A B HARAE 2

Breeze B ZE TR -

Wise2C Breeze Architecture

Harbor Image Registry

e

—

Sl breeze (playbook)
docker-compose
offline docker images Kubernetes Master Node
Ansible Playbooks: ETCD / HA-Proxy / Keepalived .
docker
harbor
eted Kubernetes Master Node
deploy-ui kubernetes ETCD / HA-Proxy / Keepalived 02
haproxy+keepalived
prometheus operator
U I Kubernetes Master Node
User ETCD / HA-Proxy / Keepalived 03
Interface _

RPM YUM Repo,’ Kubernetes Worker Node
docker
docker-compose
kubelet

kubect!
kubeadm

kubernetes-cni

Kubernetes Worker Node
https://github.com/wise2c-devops/breeze
https://github.com/wise2c-devops/deploy-ui
https://github.com/wise2c-devops/pagoda
https://github.com/wise2c-devops/yum-repo
https://github.com/wise2c-devops/kubeadm-version yum-repo

Kubernetes Worker Node
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@S Breeze TH, REE—S8%LEH Docker & docker-compose frd ARG 25, EHEBENTH —PMNR
Kubernetes RRAHY docker-compose.yaml LRI T EREB R FizfTHR, MNEEBEVIME, AFEE L EIH 0 LKW
BIRE BT, TEFIE, FARINELEFE Kubernetes FTEEM docker B2 IXE rpm B EF dockerimage B
7o

MRFEBLHLE, WEREEFTN, REEI docker-compose.yaml XHE K 9 docker BBRIRF TR, F7T
TR BB S8 A docker load 588N, 54T docker-compose up -d 452 Bl ] TMIE {TERBIZF., AT HERE
NERAERSSE TELEHENTEMN,

ZIMEE, AARTRAEM fork 218 M git IS4 travis BB H 3 Kubernetes iR ZE T E,


https://github.com/wise2c-devops/breeze

ARMHLRMFFAEE T ANERSH EESHEWNT (WRFEEM Minion/Worker T /i BTTAFERNT) !

FHLA IP ik e 0S At
deploy 192.168.9.10 Breeze Deploy CentOS 7.6 x64 | docker / docker-compose / Breeze
master01 192.168.9.11 K8S Master Node | CentOS 7.6 x64 | K8S Master / etcd / HAProxy / Keepalived
master02 192.168.9.12 K8S Master Node | CentOS 7.6 x64 | K8S Master / etcd / HAProxy / Keepalived
master03 192.168.9.13 K8S Master Node | CentOS 7.6 x64 | K8S Master / etcd / HAProxy / Keepalived
worker01 192.168.9.21 K8S Worker Node | CentOS 7.6 x64 | K8S Worker / Prometheus
harbor 192.168.9.20 Harbor CentOS 7.6 x64 | Harbor 1.7.0

192.168.9.30 VIP HA FE IP #hit7E 3 & K8S Master 5]

—. B&EIBEENL (deploy /192.168.9.10)
(1) #RE Minimal 77 %% CentOS 7.6 (1810) x64 ZJ5(7.4 F1 7.5 3 #¥F), &% shell 7Kg, T TGRSR
B k8
setenforce 0
sed --follow-symlinks -i "s/SELINUX=enforcing/SELINUX=disabled/g" /etc/selinux/config
firewall-cmd --set-default-zone=trusted

firewall-cmd --complete-reload

(2) 222 docker-compose 5%
curl -L https://github.com/docker/compose/releases/download/1.21.2/docker -compose-$(uname
-s)-$(uname -m) -o /usr/local/bin/docker-compose

chmod +x /usr/local/bin/docker-compose

(3) %3 docker
yum install docker
systemctl enable docker && systemctl start docker

(4) BIMEINNEHERBIRSHEDN ssh EBEFRER
a) AR, AT
ssh-keygen

b) 13t B RARS AR ssh RBE R, HCRUT
ssh-copy-id 192.168.9.11
ssh-copy-id 192.168.9.12
ssh-copy-id 192.168.9.13
ssh-copy-id 192.168.9.20
ssh-copy-id 192.168.9.21

T BREREXY KBS BABAKERAR] Breeze HIRXMHIFBaIEE LR, IR KIE X RINIA MY KBS v1.13.1
curl -L https://raw.githubusercontent.com/wise2c-devops/breeze/v1.13.1/docker-compose.yml -
o docker-compose.yml
docker-compose up -d

=. EEE TR ERTUEEEY P XimD 88), & TH
http://192.168.9.10:88



http://192.168.9.10:88/

& KubernetesSBE=u) X +

& > C @ Notsecure | 192.168.9.10:88/#/ P - )

FhE: E8E Wise2C) | K&K 3 /EN

(1) mEFrmtzifE, <i+EfRTRAain—1&at

e KubernetesBEZ =l x +

&« C @ Notsecure | 192.168.9.10:88/#/clusters #r = e
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e KubernetesBEZ =l x +
<« C ® Notsecure | 192.168.9.10:88/#/clusters v o @
© GlEET
+ E
Alan

FrE: ExEs (Wise2C)| BRI H3/EN

(2) REZEEERIRFENRINEYST®m

- O *
e KubernetesBEZ =l x +
<« C ® Notsecure | 192.168.9.10:88/3#/clusters/9befacf9-42ad-489f-af5d-fd1082ae0c60/hosts v o @
® IRFULF
25 HFr IP ik B
B w¥lE

FrE: ExEs (Wise2C)| BRI H3/EN

RETE EARIMENIRE



e KubernetesBEZ =l x +

€ > C A Notsecure | 192.168.9.10:88/#/clusters/6abca%06-a23c-48fa-8eec-caa17fab64ff/hosts s B 2]

EAL

FHEFr

master01

FiIP %

192.168.9.11

K83 Master Node 01

REARAMTEENER 5 GRS

= O *
& KubernetesEEER x +
€ > C A Notsecure | 192.168.9.10:88/#/clusters/6abca%06-a23c-48fa-8eec-caa17fab64ff/hosts s B 2]
@ st
25 &R IP 57 BHE
B wkHE

1 masterd1 192.168.9.11 K8S Master Node 01 “
2 master02 192.168.9.12 K8S Master Node 02 n
3 mastero3 192.1689.13 K85 Master Node 03 n ﬂ
4 harbor 192.168.9.20 Harbor Server “ ﬂ
5 workerQ1 192.168.9.21 K85 Worker Node 01 “

FrE: ExEs (Wise2C)| BRI H3/EN

AT F—HHITRSAFENX



(3) |TA LA RIMAMF RBAMRES AN, B5F docker, RAFMBFNBEERYE, ALLHFTEFRESE

e KubernetesBEZ =l x +

<« C A Notsecure | 192.168.9.10:88/#/clusters/7f53a946-al1a8-45fe-a5f1-a61e3fb31f5f/components W B (2]

RS54

A «

docker

Rl %

18.06.1-CE

formathostname @ * [

BANEREEAMF

e KubernetesBEZ =l x +

<« C A Notsecure | 192.168.9.10:88/#/clusters/7f53a946-al1a8-45fe-a5f1-a61e3fb31f5f/components W B (2]

25 4L F

S

harbor

R #

v1.7.0

harbor hosts @ #

harbor

harbor entry point @

192.168.9.20

harbor admin password @ *

Harbor12345

#3E © harbor entry point BRIAFLIES Harbor fRSS85H9 IP #hilt, FLEIRT O fE1E i 2 NIE S %



ETX2RBSTHAM (haproxy+keepalived) :
vip for k8s master 23§ =" k8s master fR%5-28895 o] A EEHUZR) IP #hilk ; MR IBEEXLFRERGE THM <&, F
RIFRIE 3N RMRE—E ; router id # virtual router id IEH{RA[E k8s B E AR RME.

& KubernetesSEZEu} X =+

& C A Notsecure | 192.168.9.10:88/#/clusters/93f21717-9b93-4515-9b4d-6ec011b9b59%/components w B 8

I 55 4L F

HAEA
loadbalancer

R *

HAProxy-1.8.14_Keepalived-1.3.5

haproxy hosts @ #

kBs01 k8502 kB8s03

vip for k8s master @ *

192.168.9.30

@ *

ensi3

Pl @ «

24

router id @

10

virtual route id @

160

GREANIN eted A, XERNVGHESFFEZ T k8s master T, o] IABKIE BIRAY EAHHITEZE -



e KubernetesBEZ =l x +

<« C A Notsecure | 192.168.9.10:88/#/clusters/7f53a946-al1a8-45fe-a5f1-a61e3fb31f5f/components W B (2]

Rl %

3224

etcd hosts @ *

master01 master02 master03

&I IN k8s A1, X E 44 master nodes F worker nodes :

e KubernetesBEZ =l x +

<« C A Notsecure | 192.168.9.10:88/#/clusters/7f53a946-al1a8-45fe-a5f1-a61e3fb31f5f/components W B (2]

55 4L F

PR 5

kubernetes

R

v1.13.1
Just add new worker nodes, do not reinstall this cluster @ %

kubernetes master nodes @

master01 master(2 master(3

kubenetes worker nodes @

worker01

kubernetes entry point @

192.168.9.30:6444

Z3E X E kubernetes entry point 47 HA 5, bR FATEEG— k8s master T m IR &EE ST



haproxy #1 keepalived A, H= 4 E IP £ 192168930, O Z 6444, HABRMNEXENIZES A
192.168.9.30:6444, WMRERLE— master, FATPIEE 4 master BIANH, 0 192.168.9.11:6443

T 1% PrometheusOperator+Kube-Prometheus A1, RBEEX =1MRE D58 FE NodePort BT :

& KubernstesZEESu0 X -+

& C A Notsecure | 192.168.9.10:88/#/clusters/41e18964-d572-47fe-bd64-349963aa2 1d7/components b+ d B o :

R

Bl Iy

prometheus

ik

V250

PrometheusCperator node @ *

NodePort for Prometheus @ *

30900

NodePort for AlertManager @ *

30903

NodePort for Grafana @ *
30802

ERER{EREFARHEL 7.4/7.5/7.6 T, CentOS 7.4/7.5/7.6
Note:

1. 5 A ElBreeze IEMERE EALM A BERE TN

2. AT ERBHZE, 1FEAHRRICentOS MinimalZis ik OsFELT

3.|PrometheusOperator + Kube-PrometheusIfl A4, E 2T hEEA PiESL4AB RS2 I Y SRE
\FTRHEE, TTEMEL TS _|

timedatectl set-timezone Asia/Shanghai

BRETHASTEMAT




& KubernetesBEZSR0 x +
&« C A Notsecure | 192.168.9.10:88/#/clusters/7f53a946-a1a8-45fe-a5f1-a61e3fb31f5f/components T B 6 H
i OEA
® RESEMT
] s BRSSE#R 123 :3 I B
B 2¥ME
] 1 docker 18.06.1-CE format_hostname: true - ﬂ
endpoint: 192.168.9.20
a 2 harbor vi7o self: harbor ﬂ
password: Harbor12345
k8sVip: 192.165.9.20
HAProxy-1.8.14 netMask: 24
self: master01, master02, ma
] 3 loadbalancer _Keepalived-1.  nic: ens33 ﬂ
ster03
3.5 routeriD: 10
vRouterlD: 160
self master01, master02, ma
] 4 eted 3224 = ﬂ
ster03
master: master01, master02,
AddWorkerNodesOnly: false
] 5 Kubemetes v1.13.1 ; master03 ﬂ
endpoint: 192.168.9.30:6444
worker: worker01
AlertManagerNodePort: 309
03
] 6 prometheus V250 self worker01 ﬂ
GrafanaNodePort: 30902
PrometheusNodePort: 30900
=
— 4= 31| SEFL -
M. KEHFT—F, WITHBERRE
= m} s
& KubernetesBEZSR0 x +
&« C A Notsecure | 192.168.9.10:88/#/clusters/7f53a946-a1a8-45fe-a5f1-a61e3fb31f5f/components T B 6 H

I

O it




EETROPEIES, FEIAEESRERGENDSEL WUOSFFRENEFEFEEGALTIFEMT]
£ K8S = o] AR AARE TIE,

Docker Harbor LoadBalancer Etcd Kubemetes Prometheus

SO UE
kubectl get cs

kubectl get csr

kubectl get nodes -o wide
kubectl -n kube-system get pods
kubectl -n monitoring get pods

® 3 MasterD1 ® 4 Masterl2 ® 5 MasterD3 6 Worker01

[root@workergl ~]# kubectl get c
MAME MESSAGE ERROR
scheduler ok
controller-manager 3 ok
etcd-1 "true"}
etcd Healthy "true"}
etcd-0 Healthy {"health": “"true"}
[root@worker8l ~]#
[root@workero 1# kubectl get nodes -o wide
STATUS  ROLES A \ EXTERMAL-IP KERNEL - VERSION CONTAINER-RUNTIME
Ready : [ inux 3.1 9 docker:
Ready docker:
Ready .13, . docker
workergl  Ready =none= .13, 92. <none> docker:
[root@workere 1
[root@workerfl ~]# kubectl )
MNAME ) ‘ S RESTARTS  AGE
i / Running @
Running @
Running @
Running ©
/ Running
kube-controller-manager-ma &) 7 Running
kube-controller-manager-ma : J Running
kube-controller-manager-ma ; S Running
kube-flannel-d / Running
kube-flannel-ds-7xkds / Running
kube-flannel-d J Running
Running
Running
Running
) J Running
y-wipl J Running
cheduler-m B f Running
cheduler-m / Running
Running
Running

o =

[root@workers
[root@workers
NAME READY  STATUS
alertmanager-main-@ Running
alertmanager-main-1 Running
alertmanager-main-2 J Running
grafana-654bbf9cE7- J Running
kube-state-metri 4y 4, Running
orter-pmdb2 Running
orter-gkmd4 y Running
Running
Running
Running
) Running
(85-1 3/3 Running
operator-7| [ Running
[root@aworker8l ~]# i




Grafana: http://node:30902

& KubernetesEBE i

C Setting up the Prometheus O X X T3 Grafana - Nodes X ) breeze/BreczeManual-CNomd - X |+

<«

C @ Not secure | 192.168.9.21:30902/d/fa49a4706d07a04: a/nodes?orgld=

85 Nodes -

prometheus v ins:

192.168.9.11:9100 System load
192.168.0.12:0100
192.168.9.13:9100

192.168.9.21:9100

0
0725 o730 o735 0745 o750

= i0ad IM == l0ad 5m = load 15m

CPU Utilizaion

08:00

Memory Usage
37ce

2868
1968

954MB

o125 07:30 or3s o740

= Mmemory used == memory buffers == memory Cached == memory free.

Prometheus: http://node:30900

Usage Per Core
175000

o740 o5 07:50

CPU Usage

minmaxavgcurrenttotal

4%

Memory Usage

(C Setting up the Prometheus Of X | & KubernetesSEEdun) x

<« 192.168.9.21:309

G @ Notsecure

Targets

All

Unhealthy

monitoring/alertmanager/0 (3/3 up)
monitoring/coredns/0 (2/2 up)
monitoring/etcd-k8s/0 (3/3 up) it
monitoring/kube-apiserver/0 (3/3 up) EXiiaa
monitoring/kube-controller-manager/0 (3/3 up)
monitoring/kube-scheduler/0 (3/3 up) EXEE
monitoring/kube-state-metrics/0 (1/1 up) EiiEEg
monitoring/kube-state-metrics/1 (1/1 up) EkEg
monitoring/kubelet/0 (4/4 up) Rl
monitoring/kubelet/1 (4/4 up) EXla
monitoring/node-exporter/0 (4/4 up)
monitoring/prometheus-operator/0 (1/1 up) i

monitoring/prometheus/0 (2/2 up)

& Prometheus Time Series Colle

x x | +

O breeze/BreezeManual-CN.m




Alertmanager: http://node:30903

= m] X
C Setting up the Prometheus O X | & KubernetesZEESu X & Alertmanager €) breeze/BreezeManual-CN.md % | +
€& > C @ Notsecure | 192.168.9.21:30903/#/alerts w B o H
Alertmanager Alerts Silences Status | MNew Silence |
Filter = Group Receiver: All Silenced Inhibited
Custom matcher, e.g. env="production"
alertname="AlertmanagerMembersinconsistent” ‘ + |
00:16:18, 2018-12-26  + Info l#* Source JX Silence
severity="critical” service="alertmanager-main” prometheus="monitoring/k8s" pod="alertmanager-main-2"
namespace="monitoring" job="alertmanager-main" instance="10.244.3.11:9093" endpoint="web"
00:16:18, 2018-12-26  + Inio l#* Source J Silence
severity="critical" service="alertmanager-main” prometheus="maonitoring/k8s" pod="alertmanager-main-1"
namespace="monitoring” job="alertmanager-main” instance="10.244.3.9:9093" endpoint="web”
00:16:18, 2018-12-26  + Info l#* Source JX Silence
severity="critical” service="alertmanager-main” prometheus="monitoring/k8s" pod="alertmanager-main-0"
namespace="monitoring” job="alertmanager-main” instance="10.244.3.7:9093" endpoint="web”
Alan Peng
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